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Abstract

This paper deals with one of the most important tasks of cryptography - the
electronic digital signature. Electronic digital signature (EDS) is needed to
uniquely establish the author of any document. EDS is the analog of a common
signature that authenticates any document or contract. In this paper we look at the
advantages and disadvantages of the algorithms RSA, ElGamal.
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Introduction

AHHOTALIUA

B naHHO# cTarbe paccMaTpHUBaeTCsl OJHA U3 BaXKHEHIINX 3a/1a4 Kpunrorpaduu —
ANIEKTpOHHAsA IMdpoBas MOAMUCH. INeKTpoHHO-IUppoBas noxanuck (DLIT)
HEoOX0oAMMa J1JIsl OIHO3HAUHOTO YCTaHOBJIEHHUS aBTOpa Jito0oro gokymenTa. D111
— 3TO aHAJIOT OOBIYHOM MOAMKCH, KOTOpasi YIOCTOBEPSET MOMIMHHOCTD JIF000T0
JOKYMEHTA WJIM KOHTpakTa. B JaHHOW cTaThe Mbl pACCMOTPHUM MPEUMYLIECTBA U
HenocTarku anroputMoB RSA, Dnb-I'amans.

KuiroueBble ci1oBa: anropuT™bl IUPPOBAHUS, HIEKTPOHHAS U(PPOBAS MOJIHUCH,
RSA, Dnp-I'amans.

INTRODUCTION

Recently, information technology has entered our daily life: from important
government projects to solving simple everyday problems. While new
technologies offer endless opportunities and tremendous benefits, they also bring
new challenges. One of them is the problem of protecting information from
falling into the hands of unauthorized persons.
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There are many ways to protect information, but each of them can be reduced to
one of two methods: intelligent protection of information from intruders and
encryption of information.

This work is dedicated to one of the important functions of cryptography -
electronic digital signature. Electronic digital signature (EDI) is necessary to
uniquely establish the author of a document. ERI is an analogue of a simple
signature that ensures the validity of a document or contract. Electronic digital
signature enables: — Integrity control; — Protecting the document from changes
(forgery); — Eliminating the possibility of denying authorship; — Proof of
authorship of the document. These features of ERI are used to organize electronic
document circulation with legal value.

METHOD

Electronic digital signature construction schemes.

There are several schemes for building a digital signature:

— Based on the symmetric encryption algorithm. This scheme assumes that the
system has a third party - an arbitrator - who uses the trust of both parties.
Document authoring consists of encryption with a private key and sending it to
an arbitrator.

— Based on asymmetric encryption algorithm. Currently, such schemes of ERI
are relatively widespread and widely used. In addition, there are other methods
of digital signature that are modifications of the above schemes

When signing documents of sufficient size, ERI is placed not on the document
itself, but on its hash. Given an input array of arbitrary length, a fixed-length bit
string is called a hash.

Using hash functions provides the following possibilities:

— Reduces computational complexity;

— No compatibility issues;

— Ability to check data integrity.

Symmetrical scheme

Symmetric ERIs are less common than asymmetric ones, because after the
emergence of the concept of digital signature, it was not possible to develop
effective signature algorithms based on the symmetric ciphers known at that time.
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Asymmetric digital signature schemes are based on computationally difficult,
unproven problems, and therefore it is impossible to say whether these schemes
can be broken in the coming years. In addition, in order to increase
cryptoresistance, it is necessary to increase the length of the keys, which
sometimes leads to the need to rewrite the software of the asymmetric scheme,
and sometimes to redesign the devices[2]. Symmetric schemes are based on
widely studied block ciphers. Asymmetric scheme. ERI's asymmetric schemes
belong to the type of public key cryptosystems. In digital signature schemes,
signing is performed using a private key, and verification is performed using a
public key.

The generally accepted digital signature scheme includes three processes: -
Choosing a key pair. A private key is selected using a key selection algorithm,
and then its corresponding public key is calculated; - Creating a signature. The
given electronic document is signed using a private key; - Signature verification.
Using the public key, the authenticity of the document and the signature are
checked.

RESEARCH RESULTS
(Analysis of ERI's common algorithms)

Different mathematical schemes based on one-way functions are used in ERI
algorithms to generate pairs of keys (closed and open). These schemes are divided
into two groups. This division is based on certain complex problems: - the
problem of calculating the factorial of large integers; - discrete logarithmization
problem. RSA (derived from the initials of Rivest, Shamir and Adleman) The first
and world-famous specific ERI system is the RSA system, whose mathematical
scheme was developed in 1977 at the Massachusetts Institute of Technology. The
reliability of the algorithm is based on the complexity of calculating the factorial
of large numbers [4]. Algorithm for generating public and private keys of RSA.

Example

Arbitrary prime numbers p and q are chosen p=11, q=7

Multiply the numbers p and q. n=77

The value of the Euler function in n is calculated | ¢(n) = 60

An integer e that is prime to the value of ¢(n) is | =7
chosen. A prime number is usually chosen as e

A number d satisfying the following condition is | d=43
chosen:: de =1(modo(n)).
Q =(e,n) set will be announced. (7,77)
Acts as a private key and is kept secret. (43)
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DISCUSSION OF RESULTS

Disadvantages of digital signature RSA - For the digital signature system RSA,
it is necessary to check a large number of additional conditions that are difficult
to perform in practice when calculating keys n modulo, e and d.

Non-fulfillment of any one of these conditions leads to the forgery of the digital
signature by the person who discovered this deficiency[5,8,9]. - RSA is
computationally expensive to ensure the cryptographic resistance of a digital
signature to forgery (for example, at the level of the US National Encryption
Standard (DES algorithm), i.e., to be 1018, the calculation of n, d and e is less
than 2512 for each non-integers must be used), which is 20-30% more than the
cost of creating a digital signature with the same level of cryptography using other
algorithms. - Digital signature RSA is related to multiplicative attacks. In other
words, the RSA digital signature algorithm allows an attacker to determine the
signature by calculating the product of hashes of previously signed documents
without knowing the private key d.

ElGamal (El-Gamal digital signature)
The ERI algorithm, which is easy to generate on personal computers and
relatively more reliable, was developed in 1984 by Tahir El Gamal, an American
of Arab origin, and named ElGamalSignatureAlgorithm (EGSA). The idea of
EGSA is based on the practical impossibility of falsifying the ERI in the case of
discrete logarithmization, which is more difficult to calculate than factoring a
large integer. In addition, ElGamal was able to eliminate the flaw related to the
forgery of ERI using some messages without knowing the private key of the RSA
ERI algorithm [3]. EIGamal algorithm for generating public and private keys
1. Let's choose two prime numbers R and G,

G <P, G e(10™* 252)and P € (10°%® 2102%)
These numbers are not kept confidential.
2. The sending party chooses such an integer x, 1<x (P-1) and follows:

Y = G * (mod P) The so-called public key parameter is used to verify the
electronic signature is used. Here it is called the closed switch of the x-transmitter.
3. The transmitting side calculates its hash value for the given M-information:

h(M)=m, 1<m<(P-1)
4. In the next step, the sender chooses such a number k, 1<k<(P-1) that
EKUB (k, P)=1, a=G*(mod P) .
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5. From the x-secret key and using the extended Euclidean algorithm, the
transmitting side determines the "b"-parameter from the following equation:

m = x*a + k*b(mod (P-1)),
6. As a result, the resulting pair (a, b) in the hands of the transmitting party is
considered as an electronic digital signature for the given M-information..
7. As follows, the triple (M, a, b) is transmitted to the other side through an open
channel.
The second party extracts M-information from the triplet (M, a, b) and calculates
its hash value h(M) =m..
8. The transmitting party takes the public key "Y" from the database of public
keys on the server for users and calculates the following value: Q = Y? a° (mod
P).
9. The receiving second party recognizes the transmitted M-data as valid and
unaltered if and only if:

Q=G" (mod P)

if equality is appropriate.

Thus, it can be seen directly from the given algorithm that it is possible to sign an
electronic document only with the closed key of the party transmitting
information, and its verification can be carried out by a voluntary subscriber. The
problem of finding a closed key for a given public key is equivalent to the
problem of discrete logarithmization in a finite field with respect to large random
numbers, and there is no effective algorithm for finding it today in mathematics
[2-5].

SUMMARY

The El Gamal digital signature scheme has a number of advantages compared to
the RSA digital signature scheme: 1) The number of integers involved in
calculations in the digital signature algorithm with a specified tolerance level is
25% less, and this reduces the calculation by almost half. 2) when choosing a
module p, it is enough to check that it is prime and that p-1 has a large number of
prime multipliers. 3) The El Gamal scheme signature formation procedure does
not allow calculating a digital signature using messages without knowing the
private key (as in RSA). However, the El Gamal digital signature algorithm also
has some disadvantages compared to the RSA digital signature scheme. In
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particular, the length of the digital signature 1s 1.5 times longer, which requires
more time to calculate [4].
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