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Abstract

This article considers the issue of eliminating the existing shortcomings of the
role-based access control (RBAC) method, which is widely used in the process
of access control in information systems of commercial banks. In order to reduce
these shortcomings, a modified (hybrid) approach based on a combination of
RBAC and attribute-based access control (ABAC) methods is proposed. The
proposed method allows determining access rights taking into account the roles
of users, as well as their attributes, resource attributes and system attributes. The
article develops a mathematical model of the modified method, a set of basic
parameters and an algorithm designed for information systems of commercial
banks. The proposed approach increases flexibility in the use of bank information
resources, enhances the level of security and reduces the risk of unauthorized
access.
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Introduction

In order to eliminate the shortcomings of the role-based access control method
for limiting access, it is proposed to modify, that is, improve, this method.
Accordingly, by improving the RBAC method using a combination of RBAC
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(Role-Based Access Control) and ABAC (Attribute-Based Access Control),
which are used to limit users' access rights to system resources, it is possible to
further increase the reliability of ensuring security in the information systems of
commercial banks . The proposed method can be called a modified or improved
or hybrid method. Since the RBAC method is taken as a basis and its
shortcomings are eliminated using the ABAC method, it is considered appropriate
to call it a modified role-based access control method since the mathematical
hardware used in the method belongs to the RBAC method [1].

The modified version of the proposed method restricts access rights
(authorizations) to information systems of commercial banks based on user roles
and attributes. This approach implements the restriction of user roles using RBAC
and attributes using ABAC. Since the proposed method uses two existing
methods, it is first necessary to determine the main parameters of the two existing
methods used in the proposed method, since which parameters are taken from
which method reflects the advantages and disadvantages of that method [2].
Typically, in the RBAC method, users in the information system of commercial
banks have different roles, and each role provides access to certain resources in
the information system, that is, the access rights (authorizations) of system users
to resources are assigned through their role in the system. Based on this, it is
necessary to determine the following parameters, which are:

F ={fi, f5, - fn}- aset of users in the information system of commercial banks;
R' = {r{,r;,... n,}- asetofroles in the information system of commercial banks;
V ={vy,v,, .. vx}- a set of competencies in the information system of
commercial banks;

F — R'- the connection between users and roles in the information system of
commercial banks;

R’ — V- the connection between roles and authorities in the information system
of commercial banks.

From these links, it can be seen that when a user logs into the information system
of commercial banks, his role determines the access rights to a specific resource
in the system. In the ABAC method, attributes are defined for users, resources
and other elements in the system, and access is restricted based on the defined
attributes. According to the ABAC method, access rights to the system are
determined based on the attributes of each user in the information system of
commercial banks. In the proposed method, it is necessary to define the following
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parameters in the ABAC method for accessing the relevant attributes of the
ABAC method, which are [3] :
Af = {afq, afy, ... app}- a set of attributes of users in the information system of
commercial banks;
Ay ={ar1, iz, - A }- @ set of attributes of resources in the information
system of commercial banks;
A; = {asq, s, .- ag}- a set of attributes of the information system of
commercial banks.
In accordance with these parameters, access rights to the information system of
commercial banks according to the ABAC method Kare determined by the
following expression.

K =f (A, A1,4,) 1

Here f, it is a function that provides access based on user attributes, resource
attributes, and system attributes in the information system of commercial banks.

Based on the determined parameters of these two methods in the process of access
management in the information system of commercial banks, the main parameters
of the proposed method are formed, that is, the parameters of the modified role-
based access restriction method are determined, which are[4]:

F ={fi, f5 - fn}- aset of users in the information system of commercial banks;
R' = {r],r;,... nn}- asetof roles in the information system of commercial banks;
Ar = {agq, afy, ... app}- a set of attributes of users in the information system of
commercial banks;

A, ={a,1,ar, ... - }- a set of attributes of resources in the information
system of commercial banks;

V ={v;,v,,.. v }- a set of competencies in the information system of
commercial banks;

F=f (R’, Af,A,,r)— authorization based on the roles and attributes of users in
the information system of commercial banks.

role-based access restriction method in accordance with these parameters, access
rights to the information system of commercial banks are determined based on
the following conditions[5].
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Here:
Ag,user attributes in the information system of commercial banks ; f;

R;gthe right to access the resource corresponding to the role of the user in the
j

information system of commercial banks ;7/

f (A, Ar,)- a function for verifying access to the system based on the user's role
and attributes in the information system of commercial banks.

The algorithm of the proposed method is implemented in the following sequence.
Step 1. Getting started.

Step 2. The user provides his/her identifier and authenticator to the system to
access the information system, that is, he/she undergoes identification and
authentication. If the user is a new user in the system, he/she will be redirected to
the user registration module.

Step 3. Determine the user's role in the information system of commercial banks

!
7

Step 4. Check user attributes in the information system of commercial banks Af.
and A,,check resource attributes.

Step 5. Check resource attributes in the information system of commercial banks
Ay,

Step 6. Verify authorization using the access function (access authorization
function) .f (Af, Ay/)
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Figure 1. Block diagram of the modified role-based access restriction algorithm.
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Step 7. If the access function corresponds to f(Af, A, )the user role in the
information system of commercial banks rj'and simultaneously provides access
to the user attributes Arand resource attributes in the information system of

commercial banks A4,,, the access right in the information system of commercial
banks, that is, the use of the specified resources, is allowed.

Step 8. If the access function f(Af, Ay, )corresponds to Asthe user role in the

information system of commercial banks but does not provide access to the user

attributes r/and resource attributes in the information system of commercial

J
banks A,,, the access right in the information system of commercial banks, that

1s, the use of the specified resources, is not allowed.

Step 9. Done.

It is required that the resources in the information system of commercial banks
are generally stored in a distributed state in the database of commercial banks .
Usually, the database of commercial banks is organized in a distributed state and
is based on the principle of centralized management [6]. In the second step of the
proposed algorithm, the user, who is implemented, provides his/her identifier and
authenticator to the system to enter the automated information system , that is,
passes identification and authentication. If the user is a new user in the system, it
1s recommended to update the roles assigned to him/her and the powers attached
to these roles at a certain time interval (3 months, 6 months, 1 year) when
directing the user to the registration module. The main reason for this is that the
assigned role is assigned depending on the position, and the powers attached to
the role are formed depending on the function of the position. During the specified
time interval, additional functions may be added or reduced to the employee's
position (role).
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