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Abstract

This article examines cyber fraud committed through information technologies as a
complex criminal-law, criminological, psychological, technological and
victimological phenomenon. It argues that the digitalisation of economic relations has
not merely changed the instruments of fraud, but has transformed the criminogenic
environment in which fraudulent conduct is conceived, executed and concealed.
Online lending, mobile banking, virtual cards, plastic card operations, instant money
transfers, messengers and social networks have created new opportunities for
offenders to exploit trust, urgency, financial need and digital illiteracy. The article
rejects the narrow stereotype that the cyber fraud offender is necessarily a hacker or
highly skilled programmer. In many cases, the offender acts as a social engineer,
digital intermediary, fake official-status creator or opportunistic fraudster who
manipulates the victim rather than technically breaking an information system. The
research applies routine activity theory, the fraud triangle, rational choice theory,
differential association theory, anomie theory and neutralisation theory to explain the
causes and conditions of cyber fraud. It proposes authorial definitions of technology-
enabled fraud, cyber fraud offender, digital-manipulative competence, illusion of
officiality and digital criminogenic environment. The article concludes that effective
prevention requires an integrated model combining criminal-law response, anti-fraud
monitoring, digital literacy, victim-oriented reporting, interinstitutional cooperation
and unified judicial practice.
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Introduction

Fraud committed through information technologies has become one of the most
significant challenges for contemporary criminal law and criminology. In the legal
system of Uzbekistan, fraud is traditionally understood as the unlawful acquisition of
another person’s property or the right to such property by deception or abuse of
trust [1]. The Plenum of the Supreme Court of the Republic of Uzbekistan has
clarified that deception may consist not only in communicating false information, but
also in concealing legally relevant facts that influence the victim’s decision to transfer
property or create conditions for its unlawful acquisition.[2] These classical legal
elements remain conceptually important; however, the digital economy has
substantially changed the factual form in which such deception is performed.
Traditional fraud was often based on direct interpersonal contact, oral promises,
forged paper documents or personal abuse of trust. By contrast, technology-enabled
fraud may occur through telephone calls, SMS messages, messengers, mobile banking
applications, online credit platforms, virtual cards, social media profiles, digital
payment systems and fake institutional communication. In these cases, information
technologies do not always operate merely as neutral instruments. They may become
part of the offence mechanism itself, enabling the offender to create a false appearance
of legitimacy, obtain personal data, initiate financial transactions and rapidly
withdraw or redirect funds.

The research problem addressed in this article is twofold. First, cyber fraud must be
explained not only as a legal offence but also as a criminological phenomenon
produced by the interaction of motivated offenders, vulnerable victims, weak digital
guardianship and institutional gaps. Secondly, the personality of the cyber fraud
offender requires a more nuanced analysis than the conventional image of a
technically sophisticated hacker. Judicial practice shows that many offenders do not
penetrate systems through advanced technical attacks. Instead, they use ordinary
digital tools to manipulate trust, fear, urgency and financial need.

The purpose of this article is to develop an integrated criminological and legal
analysis of cyber fraud committed through information technologies, with particular
emphasis on its causes, conditions, victimological vulnerabilities and offender
personality. The research objectives are: to analyse the digital transformation of fraud;
to identify socio-economic, technological, psychological, institutional and
victimological factors of cyber fraud; to examine the personality of the offender; to

844 |Page



EduVision: Journal of Innovations in Pedagogy and

3{ Educational Advancements
Volume 2, Issue 6, June 2026
BRIGHT MIND brightmindpublishing.com

PUBLISHING

ISSN (E): 3061-6972
Licensed under CC BY 4.0 a Creative Commons Attribution 4.0 International License.

construct a typology of cyber fraud offenders; to assess the role of social engineering;
to evaluate relevant judicial practice; and to propose a comprehensive prevention
model.

The methodological basis of the research includes doctrinal legal analysis,
criminological analysis, victimological analysis, case-based analysis, system-
structural method, behavioural analysis, digital-risk analysis and typological
classification. The theoretical framework is based on routine activity theory [3], the
fraud triangle,[4] rational choice theory [5], differential association theory [6],
anomie theory [7] and techniques of neutralization [8].

Digital Transformation of Fraud as a Criminological Phenomenon

The digital transformation of fraud should not be understood as a simple replacement
of old tools with new technologies. It represents a deeper change in the criminological
environment of property crime. Mobile banking, online lending, virtual cards,
electronic payment systems and messengers have created a transactional space in
which deception can be carried out remotely, quickly and with reduced visibility. As
David Wall argues, cybercrime is not only a technical category but also a
transformation of crime in the information age, where technology reshapes
opportunities, targets and control mechanisms [9].

Cyber fraud is simultaneously a property crime, a psychological manipulation, a
technological abuse, a victimological phenomenon and an institutional-security
problem. It is a property crime because its ultimate purpose is the unlawful acquisition
of money, property rights or financial benefits. It is a psychological manipulation
because the victim’s decision-making process is influenced through fear, hope,
urgency or trust. It is a technological abuse because digital systems are used to obtain
data, create virtual cards, initiate online loans or redirect payments. It is
victimological because the offender exploits low digital literacy, financial
vulnerability and trust in official-looking communication. It is institutional because
prevention depends on the coordinated response of banks, payment organisations,
mobile operators, law enforcement agencies and courts.

The role of information technologies in cyber fraud is not uniform. In some cases,
technology functions mainly as a communication channel: a phone call or messenger
message is used to convince the victim to transfer money. In other cases, technology
becomes the direct mechanism of the offence: personal data are obtained, an online
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loan is issued, funds are credited to a virtual card and then transferred to the offender’s
plastic card. In a third group of cases, technology creates the appearance of lawful
procedure: the offender imitates a bank employee, subsidy officer or public-service
intermediary.

The criminological literature supports this broader understanding. Yar and Steinmetz
argue that cybercrime must be analysed as a relationship between technology, social
behaviour and systems of control.[10] Holt and Bossler similarly note that
technology-enabled offences require the adaptation of traditional criminological
theories to online and digitally mediated environments [11]. This is particularly true
of fraud, where the victim’s trust is mediated through a platform, application, digital
document or institutional symbol.

Accordingly, technology-enabled fraud may be defined as an intentional property-
related offence in which information technologies, digital communication channels,
online financial instruments or digital identity mechanisms are used to deceive a
person, abuse trust, exploit vulnerability or manipulate a transaction in order to obtain
unlawful financial or property-related benefit.

Causes and Conditions of Cyber Fraud

A precise criminological analysis requires a distinction between causes and
conditions. Causes generate or strengthen criminal motivation, whereas conditions
facilitate the realisation of that motivation. In cyber fraud, these two dimensions are
closely connected but should not be confused.

Socio-economic factors

The first group of causes consists of socio-economic factors. Unemployment,
temporary lack of income, debt, family financial pressure, informal income-seeking
and the desire for quick profit may strengthen criminal motivation. However,
economic hardship alone does not explain fraud. Merton’s anomie theory is useful
here because it shows how socially approved goals, especially material success, may
produce deviant adaptations when lawful means are perceived as limited.[12] Yet this
theory must be applied cautiously: many individuals face financial hardship without
committing crime. Economic pressure becomes criminogenic only when it combines
with opportunity, weak moral restraints and rationalisation.

The victim’s socio-economic condition is also relevant. A person who urgently needs
credit, subsidy, employment, border-crossing assistance or administrative support
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may become more susceptible to fraudulent offers. This does not shift responsibility
to the victim. Rather, it demonstrates that offenders deliberately identify and exploit
economically sensitive situations.

Technological Factors

The second group of conditions consists of technological factors. Online lending,
instant transfers, virtual cards, mobile banking, weak remote identification,
insufficient transaction monitoring and rapid cash-out mechanisms create
opportunities for fraud. In the logic of routine activity theory, the digital environment
brings together a motivated offender, a suitable target and weak guardianship [13].
The suitable target may be a user of mobile banking who lacks knowledge of security
rules. Weak guardianship may take the form of insufficient biometric verification,
delayed transaction alerts or inadequate anti-fraud algorithms.

This explains why virtual cards and online credit platforms are particularly
vulnerable. If an offender obtains personal data and uses them to initiate a loan, the
transaction may be processed before the victim understands its legal consequences.
Newman and Clarke’s work on e-commerce crime is relevant here because it stresses
the importance of designing opportunity-reduction mechanisms into digital
commercial systems [14].

Psychological Factors
The third group consists of psychological factors. Cyber fraud frequently relies on
urgency, fear, hope, authority and reduced critical thinking under pressure. Offenders

9% ¢ 9 ¢¢

use phrases equivalent to “today is the last day”, “send documents immediately”, “pay
now”, “your issue will be resolved”, “your credit limit has not been approved” or
“there is a restriction on you”. These expressions are not accidental. They are
behavioural tools designed to limit verification and induce compliance.

The fraud triangle, initially developed by Cressey and later expanded by Albrecht and
co-authors, explains fraudulent behaviour through pressure, opportunity and
rationalization [15]. In cyber fraud, pressure may arise from financial need;
opportunity is provided by digital systems and victim vulnerability; rationalisation
appears when offenders justify their conduct by claiming that the victim trusted them

voluntarily or that they intended to return the money later.
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Institutional Factors

Institutional conditions also play a decisive role. If banks, payment organisations,
mobile operators, digital platforms, law enforcement bodies and courts do not
exchange information rapidly, offenders benefit from institutional fragmentation.
Gercke emphasises that cybercrime prevention requires not only substantive criminal-
law norms but also effective procedural and institutional mechanisms for detecting,
preserving and exchanging digital evidence [16].

In the context of Uzbekistan, this implies that cyber fraud prevention cannot rely
solely on post-crime investigation. It must include real-time monitoring, rapid
freezing of suspicious transfers, preservation of electronic traces and standardised
cooperation between financial institutions and law enforcement agencies.

Victimological Factors

Victimological factors include low digital literacy, low financial literacy, negligent
disclosure of personal data, inability to verify official status, trust in institutional
language and delayed reporting after victimisation. Button and Cross argue that fraud
victimology should not be reduced to blaming victims, but should explain how
emotional, financial and informational vulnerabilities are exploited by offenders [17].
Victimological vulnerability in cyber fraud may therefore be defined as a condition in
which a person’s financial need, lack of digital knowledge, trust in official-looking
communication, emotional pressure or inability to verify information is intentionally
exploited by an offender through technological or social-engineering means.

The Personality of the Cyber Fraud Offender

The cyber fraud offender cannot be adequately understood through the narrow
stereotype of a hacker or programmer. While some offenders may possess advanced
technical skills, many rely on moderate digital competence combined with
psychological manipulation. Brenner notes that cybercrime often involves the
adaptation of traditional criminal behaviour to new technological settings rather than
wholly new forms of deviance [18]. Clough similarly emphasises that cybercrime law
must address both technical conduct and human-mediated misuse of digital
systems [19].

Cyber fraud offenders do not belong to a single socio-demographic category. They
may be unemployed, temporarily unemployed, formally employed, previously
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unconvicted, professionally connected to a relevant sector or capable of imitating
institutional authority. The important criminological point is that the offender’s
dangerousness may derive not from advanced information-technology education but
from the ability to combine ordinary digital tools with deception.

Uzbek criminological studies also support this broader approach. Altiev argues that
fraud must be studied as a complex phenomenon involving the offender’s personality,
motivation, social environment, victim vulnerability and prevention
mechanisms [20]. Kh.Ochilov, analysing computer-related theft of another’s property,
connects such offences with the expansion of information technologies, non-cash
payments and changing forms of property crime [21]. These approaches are especially
relevant to online credit fraud, virtual-card schemes and mobile-application-based
deception.

The offender’s motivation is usually centred on unlawful financial gain. Nevertheless,
this motivation may be reinforced by debt, low perceived risk, unemployment,
opportunism, expectation of anonymity and the possibility of rapidly cashing out
funds. Cornish and Clarke’s rational choice theory explains this conduct as a
calculated decision in which the offender evaluates expected benefits, risks and
costs [22].

In cyber fraud, the offender may calculate that the victim will trust quickly, the money
can be transferred instantly, reporting will be delayed and the phone number or
account can be abandoned. Levi’s analysis of long-firm fraud is also instructive
because it shows how fraudsters organise deception around delayed detection and
exploitation of trust in commercial relations [23].

The moral-psychological characteristics of the cyber fraud offender include
manipulative thinking, readiness to exploit trust, low empathy, instrumental attitude
toward victims and rationalisation of misconduct. Sykes and Matza’s neutralisation
theory explains how offenders deny responsibility, minimise harm, blame the victim
or appeal to necessity [24]. In cyber fraud, similar rationalisations may appear in
claims such as “I only mediated”, “the victim trusted me”, “the damage was not
serious” or “I intended to return the money”.

Such rationalisation increases the risk of repeated offending. If the offender
psychologically reframes the act as mediation, a temporary borrowing or a minor
deception, the barrier to repeating the same scheme is reduced.
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The digital-behavioural profile of the cyber fraud offender includes the ability to use
mobile applications, online lending systems, virtual cards, messengers, fake accounts,
card-to-card transfers, voice messages and screenshots for criminal purposes. This
may be described as digital-manipulative competence.

Digital-manipulative competence is the practical ability of an offender to combine
digital instruments with psychological influence in order to obtain personal data,
simulate legitimacy, initiate financial transactions, redirect funds or conceal the
unlawful character of an operation.

This competence has two levels. The first is technical-computer competence,
involving interference with systems or data. The second is socio-technological
competence, involving the use of lawful digital tools to manipulate the victim. In
many cases, the second level is more common and more practically dangerous.
Social engineering is one of the most important behavioural characteristics of the
cyber fraud offender. Grabosky’s analysis of electronic crime shows that
technological offences frequently depend on human conduct, weak guardianship and
trust-based vulnerabilities [25]. In the same vein, many cyber fraud offenders do not
technically breach a system; they induce the victim to operate the system in the
offender’s interest.

The offender creates an illusion of officiality by using institutional vocabulary,
references to banks, subsidies, customs authorities, inspections, debts, service fees,
credit limits or legal restrictions. The illusion of officiality may be defined as a
deliberately constructed digital or communicative appearance of institutional
legitimacy through which the offender induces the victim to trust the communication,
disclose information, transfer money or perform another legally significant action.

Typology of Cyber Fraud Offenders

A typology of cyber fraud offenders is necessary for differentiated prevention. The
following types may be identified.

First, the digital intermediary offender uses mobile banking, online lending, virtual
cards and plastic card operations to obtain unlawful benefit. This type is particularly
visible in online credit fraud, where the offender obtains the victim’s data, initiates a
loan and transfers the credited funds to another card [26].
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Secondly, the social engineer offender relies primarily on psychological influence.
His tools are urgency, fear, authority simulation, hope and manipulation of trust. This
type is central to phone-based, messenger-based and subsidy-related fraud.

Thirdly, the fake official-status creator presents himself as a bank employee, dealer,
subsidy officer, customs intermediary, public-service representative or other official
actor. The offender’s social role is false, but the victim perceives it as institutionally
credible [27].

Fourthly, the opportunistic fraudster exploits situational vulnerability. For example, a
person urgently needing to cross a border, obtain a document or resolve an
administrative problem may be induced to pay money to someone claiming to have
“connections” [28].

Fifthly, the repeated-scheme fraudster uses the same scenario against multiple
victims. This type reflects Sutherland’s differential association theory: fraudulent
techniques may be learned, repeated and transmitted within social groups [29].
Sixthly, the role-distributed group fraudster participates in a coordinated scheme
where one person communicates with victims, another receives money, a third cashes
out funds, and another provides digital infrastructure. Tropina’s work on cybercrime
and organised criminality is relevant because it demonstrates that digital offences
often combine technical tools with networked criminal roles [30].

Victimological Vulnerability in Cyber Fraud

Victimological analysis must not be used to blame the victim. Its proper function is
to identify how offenders exploit vulnerabilities and how prevention may reduce
victimisation. Victims of cyber fraud often act under urgency, uncertainty, economic
need or institutional trust. They may believe that a bank, subsidy organisation or
public authority is contacting them.

Low digital literacy is a major vulnerability. A victim may not understand the legal
consequences of sharing passport data, SMS codes, card details, screenshots or
mobile-banking information. Low financial literacy is equally important: victims may
not distinguish between a lawful administrative fee and a fraudulent prepayment,
between a real subsidy process and a fabricated one, or between a genuine bank
verification and a fraudulent request.

Button and Cross argue that fraud victims often experience shame and delayed
reporting, which further benefits offenders [31]. Therefore, victim-oriented
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prevention must reduce stigma and create rapid reporting channels. Citizens should
be given practical instructions: bank employees do not request SMS codes; subsidies
are not obtained through prepayment to private plastic cards; online credit must be
confirmed only by the person concerned; and promises to “resolve matters through
acquaintances” are typical fraud indicators.

Judicial practice provides important empirical material for understanding cyber fraud.
One group of cases concerns online credit fraud through mobile banking. In a
judgment dated 20 May 2024, the offender presented himself as connected with a
bank, obtained victims’ personal data, initiated online credit transactions, directed
money to virtual cards and then transferred funds to his own plastic card [32]. The
criminological significance of this model lies in the combination of digital-
manipulative competence and victimological vulnerability.

Another model concerns fake subsidy-related fraud. In a judgment dated 22 July 2024,
the offender presented himself as an employee of a subsidy organisation, promised
financial assistance to fish-farming enterprises and demanded a “1% service fee”,
after which he disappeared [33]. Here the key mechanism was not technical intrusion,
but the construction of official appearance and exploitation of economic expectation.
A third model concerns the creation of fake authority through telephone
communication. In a judgment dated 4 October 2024, the offender used his connection
with an electricity-related institution to convince a farmer that there was a debt or
inspection issue and offered to resolve it for money [34]. This case demonstrates that
information technology may function as a psychological communication channel
rather than a direct financial mechanism.

These cases confirm that cyber fraud should be studied through behavioural models
rather than only through technical means. The decisive question is how the offender
combines communication, trust, digital tools and financial movement.

Prevention of Cyber Fraud

Prevention of cyber fraud must be multidimensional. Criminal-law prevention
requires proper qualification, inevitability of liability and unified judicial guidance.
Courts and investigators need methodological recommendations on digital evidence,
offender typology and the distinction between civil-law disputes and criminal fraud.

Banking and financial prevention must include stronger anti-fraud algorithms, real-
time transaction monitoring, suspicious operation blocking, biometric verification,
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risk scoring and instant customer alerts. McGuire and Dowling’s review of
cybercrime evidence confirms that cyber-enabled fraud requires responses that
address both technological opportunity and behavioural manipulation [35].

Digital literacy and financial education must be practical rather than abstract. Citizens
should be taught how online credit operates, why SMS codes should not be disclosed,
how to verify official status, why service fees should not be sent to private cards and
how to report suspicious communication immediately.

Victim-oriented prevention must reduce shame and encourage early reporting.
Emergency freezing of suspicious transfers should be made accessible.
Interinstitutional cooperation between banks, payment systems, mobile operators,
cybercrime units, prosecutors, courts and preventive bodies should be strengthened.
Digital profiling should identify repeated phone numbers, bank cards, narratives,
victim categories and transaction patterns.

Conclusion

Cyber fraud committed through information technologies is not merely traditional
fraud transferred to the internet. It is a complex criminological phenomenon in which
digital infrastructure, psychological manipulation, financial technology, victim
vulnerability and institutional weakness interact. The offender may be a digital
intermediary, social engineer, fake official-status creator, opportunistic fraudster,
repeated-scheme offender or member of a role-distributed group.

The main danger of the cyber fraud offender often lies not in advanced technical
ability, but in the capacity to exploit human trust through digital tools. Such offenders
use urgency, fear, hope, institutional vocabulary, fake official status and digital
payment mechanisms to achieve unlawful financial results.

Effective prevention requires a model that protects both the technical system and the
human decision-making process. Criminal-law response is necessary, but insufficient.
It must be combined with anti-fraud monitoring, biometric verification, digital
literacy, victim-friendly reporting, rapid freezing of suspicious transfers,
interinstitutional cooperation and unified judicial practice.
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